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Introduction

The year is 20XX, and after breakdowns in diplomatic and economic efforts to solve
an international crisis, the US Air Force (USAF) has been tasked to lead major combat
operations to destroy a hostile country’s strategic targets. After weeks of nonstop prepara-
tions, planning, and coordination at a hometown USAF base, the first wave of 12 F-22
stealth fighters and two KC-10 aerial refueling tankers are just two hours from starting
engines to begin their transoceanic flight.

Without any warning, several small black specks appear on the horizon and quickly
head directly for the fighters. As the black specks get closer, they are visually identified by
a crew chief as medium-sized civilian quadcopters carrying several small objects. The lead
quadcopter drops a Thermite grenade explosive onto the first fighter causing a fuel tank
rupture and massive fire. Next, another quadcopter attacks the last fighter in the parking
row causing it to burst into flames, blocking any escape for the other 10 aircvaft. Five more
quadcopters arrive onto the scene, destroy the remaining fighters and then the two KC-10
tankers, killing 20 personnel and injuring 30 more in the resulting catastrophic fires.

As rescue personnel scramble to save lives, 10 move quadcopters swarm the airfield and
destroy 20 more aircraft as well as the air base’s enormous fuel storage tanks. Almost the
entire fighter wing’s fleet of fifth-generation fighters, worth billions of dollars, is incinerated.
No one knows who controlled the quadcopters, and there was nothing anyone on the air-
field could do to stop the onslaught of attacks, or was there? Although this is a fictitious
scenario, the technologies to create such a disaster exist today.’

Unmanned aerial systems (UAS), also known as “drones,” unmanned aerial vehicles
(UAV), and remotely piloted aircraft (RPA), have exploded in popularity, availability,
and capability in recent years.? As batteries, cameras, flight control computers, and
other key UAS components have become miniaturized,® cheaper, and plentiful, UAS
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capabilities have greatly increased. Adversaries can now pilot a 70-mile per hour
(mph), highly maneuverable four-bladed helicopter known as a “quadcopter,” without
any formal training by using a simple smart phone application. This new technology
gives potential adversaries an additional and substantial offensive capability against
friendly targets, with very little cost or logistics requirements. Gone are the days that
a simple barbed-wire fence and a roving security patrol using standard-issue pistols
and rifles will sufficiently protect our vital USAF aircraft.

Modern small UASs are versatile and can offset many current USAF capabilities.
They are free to offensively maneuver and damage the Air Force’s advanced stealth
fighters and bombers, aerial refueling tankers, and cargo aircraft. Small UASs can
also hold critical support facilities at risk. This “wicked” UAS problem will only get
worse. We seek to build on the challenges presented in the ASP] spring article on “Air
Mines,” and argue these new UAS capabilities allow their users to potentially negate
advanced nation-state funded aerial and ground-based offensive and defensive sys-
tems, and the USAF needs a better capability to defeat these new small UASs.

We explore this topic by first defining and framing the issue of UAS proliferation.
We then discuss possible adversary uses of UASs and detail counter-UAS (C-UAS)
capabilities, assessing UAS strengths and weaknesses and showing ways adversaries
could negate C-UAS defensive systems. We then recommend possible solutions and
propose further research to counter ever-improving UAS capabilities.

The Problem of UAS Proliferation

As the information age continued, potential adversaries noticed the US military’s
UAS successes and developed their systems using commercially available off-the-
shelf components. The USAF and DOD no longer had a monopoly on UAS supremacy.
Enormous state-run UAS programs were no longer necessary to accomplish tactical
and strategic goals. In August 2014, the terrorist group the Islamic State of Iraq and
Syria (ISIS) posted Syrian military target videos that were taken with a simple,
widely-sold DJI Phantom quadcopter.’ More recently, ISIS has used drones as attack
vehicles while using additional drones to film the results of these drone attacks.®

UASs are proliferating. The Federal Aviation Administration (FAA) estimated that
approximately 1.9 million UASs were sold in the United States during 2016 and proj-
ects domestic sales of up to 4.3 million UASs annually by 2020.” This proliferation is
global, with similar sales growth in China.® With as little as $130 in hand, virtually
anyone can purchase a functioning UAS without any background check to discern
hostile intentions.

Potential Adversary Uses of UASs

The low-cost, global proliferation and capabilities of UASs weighing less than 20
pounds make them worthy of specific focus.® Future adversaries could use these
small systems to play havoc with military operations both in the air and on the
ground, necessitating new actions to defend military assets and bases.

As indicated in the table below, several small UASs have payload capacity, ex-
tended range, and the ability to be global positioning system- (GPS) or pilot-guided
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to locations with great precision. For example, the DJI Phantom 3 can fly for 23
minutes at speeds up to 37 mph, carrying a 2-pound payload, on one battery charge
to a range of 13 miles if autonomously guided, and only costs $599-799.° While
there are safeguards to protect airspace from inadvertent penetration by the Phantom
3, these safeguards are easily bypassed. The limitation restricting its maximum alti-
tude to 120 meters (393 feet) higher than the takeoff location can be overridden to
fly to its maximum altitude of 6,000 meters (19,685 feet) above sea level. Similarly,
while the Phantom 3 has “geo-fencing” that uses its GPS position to determine if it is
about to enter sensitive airspace, disabling the GPS antenna allows the pilot to visu-

ally navigate the quadcopter to any destination."

Table. Sample of currently available commercial UASs»

Drone Name Parrot Parrot “Bebop 2” | SenseFly “Albris” | DJI “Phantom3 DJI “S1000”
“Airborne Night (formerly eXom) | Advanced”
Swat
Type of Palm-sized Quadcopter V-shaped Quadcopter Octocopter
Aircraft Quadcopter Quadcopter
Possible Surveillance, Surveillance, High resolution | Surveillance, Surveillance,
Hostile Mission | mortar spotting | “Kamikaze” surveillance, sabotage, sabotage, large-scale
attack “Kamikaze” explosive attack, | explosive attack,
attack “Kamikaze attack | “Kamikaze” attack
Wingspan Size | 7 x 7 inches 15 x 15 inches 22 x 32 inches 23 inches 41 inches (diagonal)
(diagonal)
Empty Weight | 63 grams/ 2.1 500 grams / 1.1 1.8 kilograms / 1.2 kilograms / 4.4 kilograms / 6.2
ounces pounds 4 pounds max 2.3 pounds to 11 kilograms max
takeoff weight takeoff weight
Payload: N/A - N/A - integrated | N/A - integrated | 2 pounds 6.6 kilograms / 14.9
Includes integrated camera camera pounds
Camera and camera
Other Items
Flight Time 9 minutes 25 minutes 22 minutes 23 minutes 15 minutes
Speed 11 mph 37 mph 27 mph 37 mph 37 mph
Maximum N/A 492 feet (150 N/A 19,685 feet (6000 | Not specified by
Altitude meters) meters) manufacturer
Pilot to UAS 20 meters / 65 | 2 KM if used 800 meters / 0.5 | 5kilometers /3.1 | Not specified by
Maximum feet with Parrot miles miles when flying | manufacturer
Range Skycontroller remotely
Navigation Remote Control | GPS; Remote GPS; Remote GPS or GLONASS | GPS, remote
system Control Control and Remote Control
Control
Cost $129.99 $549.99 MSRP; N/A - requires $799.00 MSRP $1,499 MSRP
$483.97 at quote from $598.00 at
Walmart manufacturer Walmart
Notes 1.2-mile video 2.7K streaming
streaming range | video
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This visual navigation is done via first-person video (FPV) capability. FPV allows
the pilot to receive a real-time video image from a camera on the UAS, displayed in
goggles worn by the pilot or onto an Android, iPhone or iPad type device. This pro-
vides a view to the pilot as if they were riding on the quadcopter which can enable
the operator to execute evasive maneuvers or navigate clandestine routes while fly-
ing to a target.

While the DJI Phantom 3 can carry a single explosive, DJI sells higher-performance,
heavy payload, eight-bladed octocopters that may be a bigger threat. The DJI
S1000 + eight-bladed octocopter, designed for commercial cinematography, has a
15-minute flight endurance with a payload of 14.9 pounds and costs $1,499.' This
payload equates to being able to haul six explosives or Thermite grenades while
carrying a camera for FPV.

Thermite grenades only weigh 2 pounds and burn at 4,000 degrees Fahrenheit which
is sufficient to melt through aircraft skin, rupture a fuel tank, and initiate an aircraft
fire."* Aircraft-grade aluminum alloys melt at only 1,180-degrees Fahrenheit, and a rup-
tured fuel tank could sustain a fire by using the aircraft’s own fuel.'> Such an attack
would damage or destroy an aircraft, yielding the adversary a psychological victory.

Additional potential uses for these UASs include emplacing spike strips on a run-
way to deflate aircraft tires, delivering debris to damage jet engines, dropping explo-
sives on other targets, or even being used in a Kamikaze role.'®* Through the FPV, a
UAS pilot could fly the UAS into an aircraft’s engines during ground operations, on
takeoff or landing, or even at extended ranges from the airfield. Attacking during
the critical takeoff or landing phases of flight, the UAS could increase the chances
of more damages or a catastrophic crash.'” As the DJI Phantom 3 can climb to
above 19,000 feet, attacks at significant distance from airports could complicate
postaccident forensics as debris from that altitude scatters widely. The possibility of
attacks at distance from an airfield increases the need for high-fidelity C-UAS detec-
tion capability at range.'®

With several hundred dollars and the time to download an eBook and watch a
YouTube video, anyone with a little technical expertise can build their own quad/
hex/octocopter. These homebuilt UASs might be more capable than and circumvent
the built-in restrictions of a commercially available UAS."

Possible Solutions

Traditional base security measures are not designed to detect and defeat hostile
UASs. Visual observers shooting small arms are ineffective due to the high speed,
maneuverability, and survivability of a small UAS.?° Traditional base/post security
fences are also of limited value, as a pilot using FPV can fly over the barrier and
then descend onto the target.?

This section will cover a series of systems in development that may help protect
AF assets. These potential solutions range from man-portable systems to directed
energy weapons, to broader systems of systems.
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Drone Defender

The “Drone Defender” is a man-portable 20-pound system that looks a bit like a
large fat rifle and is used to disrupt the command link between a UAS and the pilot.
Its effective range, from friendly defender to the hostile UAS, is 400 meters. Future
development will allow it to jam or spoof the GPS signal to prevent the UAS from
using a signal for precise navigation.? Overall, the Drone Defender is dependent on
a human observer detecting the UAS and then aiming and employing the device. If
optimally employed, this system forces a lost-link flight path if it jams the correct
command link frequency. Should the UAS escape the 30-degree beam width of the
Drone Defender, the UAS may be able to resume normal operations.

An advantage of the Drone Defender is the nonpermanent effect can be stopped
immediately if jamming creates an erratic or hazardous UAS flight path. Its disad-
vantage is the short 400-meter range, which would necessitate at least 25 devices
and security personnel to effectively cover an entire airfield and the aircraft park-
ing areas.” This makes Drone Defender a simple but resource-intensive, stop-gap
measure until more capable C-UAS systems can be fielded.

Enhanced Area Protection and Survivability System

The US Army has tested the Enhanced Area Protection and Survivability System
(EAPS) system that can engage a UAS up to 1 kilometer away by firing a 50 mm
munition.* The system sends the inflight munition flight path corrections as the
UAS maneuvers and then commands the munition to explode at the optimum range
to shoot down the UAS.? This has collateral damage and fratricide concerns requiring
careful system placement considerations and very strict rules of engagement.
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Figure 1. Enhanced Area Protection and Survivability System*
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Counterrocket and Mortar System

The Northrup Grumman counterrocket and mortar) C-RAM) system is a current
air-base defensive system deployed overseas that employs a radar-aimed Gatling
gun to fire bullets at a rate of 2,000 rounds per minute to knock down rockets and
mortars.?”” This system can also be employed against UAS threats to a range of 1.2
km. The kinetic collateral damage concerns require careful emplacement and em-
ployment procedures.

Figure 2. Army C-RAM System?®

Compact Laser Weapon System “Silent Strike”

Boeing’s Compact Laser Weapon System (CLWS) uses a destructive laser, cued by
radar, and/or an electro-optical (EO)/infrared (IR) camera to track a hostile UAS.*
The 10-kilowatt-class laser can heat and destroy UASs at ranges out to 2.5 km.*® This
system does not rely on knowing any UAS command frequencies or navigation
techniques and is effective against any UAS modified to use self-contained guidance
techniques. The system drawback is the potential for collateral damage short and
long of the intended target which limits the engagement window. Laser energy also
requires relatively clear air, unobscured by weather, smoke, or dust, etc. Carefully
designing the air base defense layout would allow this system to be used to its max-
imum potential.

Counter-UAS Mobile Integrated Capability

The US Army Aviation and Missile Research, Development, and Engineering
Center (AMRDECQ) has developed the Counter-UAS Mobile Integrated Capability
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(CMIC). CMIC is a fully-developed, Soldier-tested, US government-owned, integrated
and upgradeable counter-UAS system that can detect, identify, and then defeat a
hostile UAS and its pilot.
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Figure 3. Army CMIC System?

The CMIC system uses many common military parts to integrate multiple sensors
into one easy-to-interpret display to provide the war fighter exceptional awareness of
hostile UASs and the location of the pilot. The system can cue multiple EO, thermal,
and electronic sensors to provide the operator high-fidelity threat information, to
then coordinate nonkinetic or kinetic effects to bring the UAS down. CMIC also tri-
angulates the source of the command signal to locate the pilot, which can enable
launching a friendly UAS or ground forces to hunt the pilot.

To reduce logistical complexity, the design mounts the counter-UAS equipment
onto current military vehicles and uses command and control devices that are
widely available in the DOD. The CMIC also has a “flyaway kit” that eliminates the
use of vehicles.* The CMIC utilizes a civilian SRC Inc. brand LSTAR Doppler radar
to detect small UASs and even birds.* The bird detection capability gives it added
utility for aiding manned aircraft in bird avoidance during the takeoff and landing
phases of flight.

Drone Shield

Another spectrum for UAS detection is the unique acoustic signature of the elec-
tric motors and the spinning propeller blades. The Drone Shield Company makes
acoustic sensors to detect UASs by their distinct noises and then references a library
of acoustic signatures to determine the make and model. Drone Shield published the
UAS detection range to be 1 km when using the Long-Range Sensor model, versus
the shorter 100-meter range of the omnidirectional model.** UASs dropping weapons
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from an altitude higher than the detection limit would potentially negate the acoustic
detection system. Using the acoustic system as another sensor to correctly identify the
UAS type will enable other defensive systems to properly jam or engage the threat.

High-Power Microwave Weapons

If US forces are deployed to a location with few electronic systems off-base, the
use of high-power microwave (HPM) weapon systems might be feasible without
collateral damage concerns. HPM weapons disrupt the electrical flow across un-
shielded wiring and circuit boards in electronic systems. An HPM weapon could be
effective against UAS flight control computers to inflict a wide range of effects from
barely disrupting a command signal to “frying” the circuit board to cause an imme-
diate inflight failure of the UAS.*

Future scientific research should focus on developing high-power pulsed micro-
wave weapons to defeat a UAS. The goal would be to create a pulsed-microwave ef-
fect to cripple hostile UASs without creating significant collateral energy which
could damage friendly military and civilian systems.*

Airfield Modifications

Areas with tall buildings, trees, and so forth, that prevent direct line-of-sight to de-
tect a UAS could benefit from tall fencing to channel the threat UASs into more ob-
servable areas. Canalizing attacking UAVs would allow security forces to focus the
acoustic, radar and camera system capabilities into a more concentrated area. How-
ever, regardless of the counter-UAS system employed, fencing should be installed
around and above all high-value assets that cannot suffer any UAS interference.

To aid in apprehending hostile or ignorant UAS pilots, a “Hunter Killer” UAS
needs to be developed that can quickly fly toward a hostile UAS and use nonkinetic
(possibly miniaturized pulsed HPM) or kinetic effects to disable the hostile UAS.
This friendly UAS could also search for and identify the hostile pilot to allow forces
to arrest the pilot (in the United States) or kinetically engage them (combat zone).

Potential Adversary Countermeasures

As many historical examples of military weaponry development have shown, as
defensive measures to a new threat were discovered, the hostile actors made slight
adjustments to their equipment to degrade the effectiveness of the new defenses.
Although the previously detailed C-UAS systems are very capable, many of them
rely on jamming the command link between the UAS and the pilot to force the UAS
to execute a lost-link flight path. The programmed lost-link flight path might be to
return to the home base, hover, or simply land immediately.*” A hostile actor can
bypass this lost-link problem by using the UAS autonomous flight mode which
might utilize GPS, Galileo, GPS Aided GEO Augmented Navigation (GAGAN)/Indian
Regional Navigation Satellite System (IRNSS), Bei Dou, or the Globalnaya Navigazi-
onnaya Sputnikovaya Sistema (GLONASS) navigation constellations to control the
flight path.3®
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If the GPS signal is jammed or spoofed; or if the UAS is purposely not GPS
equipped to negate any jamming, spoofing or geo-fencing restrictions; an inertial
navigation system (INS) could be used to guide the UAS.** An INS works by know-
ing the takeoff location and then sensing movement and drift to determine the
UAS’s current location as it flies to the target. An INS would eliminate any require-
ment for outside signals to navigate the UAS.

Another technique to negate communications link-jamming is for the hostile pilot
to input the target coordinates as the “home base” so that when the jamming system
breaks the command link with the pilot, the UAS actually flies to the target. Accurate
target coordinates loaded into a UAS using the autonomous flight mode, without using
the FPV feature, would only slightly degrade navigational accuracy. With just a little
ingenuity and equipment modification, an adversary might be able to negate many
of the current defeat mechanisms of C-UAS systems.

Current US laws also prevent utilizing the full capabilities of C-UAS defensive
systems. The FAA considers a UAS a civil aircraft that must comply with safety re-
quirements and regulations.*® Because a UAS is considered a civil aircraft, security
forces are prohibited from shooting down a UAS unless it is determined to be in the
interest of national defense or for self-defense reasons.*! Because it is virtually im-
possible to quickly determine the intent of a UAS, this current guidance could
cause delays in responses which might give an adversary vital time to carry out
their mission. The USAF must develop procedures and gain FAA and all necessary
legal approvals to employ C-UAS defensive systems against any unknown UAS that
is in the military airspace, whether it is over military land or not.

During the process of selecting overseas basing locations, the amount of clear areas
around the airbase perimeter must be a big consideration to ensure the base is de-
fendable. An extra-large buffer zone would allow for more aggressive C-UAS systems
such as the C-RAM Gatling gun system or the use of a destructive laser system, such
as the CLWS.

Recommendations

In the near term, the US government must determine who will lead solving the
UAS problem. While the DOD can take the lead role in combat zones, within the
United States, there are multiple civilian and military agencies working UAS issues,
which can lead to confusion.** A whole of government approach is needed to make
progress. The USAF, DOD, FAA, Department of Commerce, and the Department of
Homeland Security (DHS) must quickly form an intergovernmental team to develop
a whole of government approach to field effective counter-UAS defensive systems.*
These agencies also need to solidify airspace defense procedures and make recom-
mendations to Congress regarding more permissive legal authorities to preserve the
USAF’s ability to maintain air superiority.

The FAA and DOD must immediately initiate a more aggressive countrywide
UAS education campaign. “No Drone Zone” signage placed around military airfields
and near the approach and departure corridors with phone numbers to call to report
illegal UAS activity would improve education and enforcement efforts.** Military
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public affairs engagements with the local media would minimize the number of
UAS pilots unaware of the new rules. A well-educated public should reduce the
number of innocent airspace incursions thereby allowing security forces to quickly
decide hostile intent and immediately take appropriate action.

If laws cannot be adjusted to authorize shooting down a hostile UAS, then an-
other option is to increase the punishment for airspace and procedural violations.*®
Class D (airspace with an operating air traffic control tower such as most military
air bases) and restricted airspace (typically military bombing ranges) violations
pose the greatest hazard since these are generally congested with very fast military
aircraft.”® The general public will not take the new UAS flight rules seriously unless
the punishments for being an ignorant or brazen UAS pilot are widely known and
consistently applied.*’

USAF security forces and other DOD security units, in close coordination with
the lead law enforcement agencies, must conduct regular training exercises that
include hostile UAS scenarios. The reaction to a hostile UAS flying into military air-
space while transiting multiple police jurisdictions must be well-rehearsed, legally
reviewed, and trained to the same level as a “front gate-runner” scenario. For example,
if someone drives their car from off base through an air base checkpoint without
stopping, the guards are trained how to warn the driver, then take prudent and pro-
portional actions up to, and including, deadly force. Security forces must have a
similarly well-rehearsed response to a UAS violating military airspace, so they are
not paralyzed by indecision, or overreact with pistols and rifles and cause cata-
strophic damage to an aircraft in the background.

Until adequate C-UAS defensive systems are procured and can be fully em-
ployed, a system-of-systems approach is likely required to detect a UAS across the
various energy spectrums to cue sensors and weapons to defeat the UAS before it
can complete its nefarious mission. Improving airfield and ramp lighting, or adding
additional low light EO and thermal camera systems, are relatively low-cost and
familiar solutions.* Good coordination with a cooperative civilian population will
enable emplacement of sensors onto existing infrastructure to provide surveillance
of airfield approach and departure corridors. These low-cost surveillance systems at
least enable security forces to be slightly more aware of someone flying a hostile
UAS near their airfield.

To minimize fratricide to friendly electronic systems, applicable research labs
must test the interoperability of C-UAS systems with existing airfield and DOD sys-
tems. Additional testing is needed to learn the effects of integrating directed energy
weapons, the UAS detection radars, and other sensors to ensure safe interoperability
with aircraft navigation and communication systems, flight control computers, in-
strument landing systems, GPS reception, and air traffic control (ATC) radars.
These systems and their human operators all need evaluation to ensure C-UAS sys-
tems will not cause hazards for military operations.

Procedures must be perfected between the C-UAS operators and the ATC agen-
cies to quickly communicate the location of hostile UASs to direct evasive maneu-
vers to airborne aircraft. Close coordination is also required when firing weapons to
prevent fratricide. It is beneficial that most C-UAS weapon systems have a short em-
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ployment time, in the realm of several to tens of seconds, which should minimize
disruption to flight operations.*

Because of its relative maturity and ability to continuously and automatically
fuse multiple sensors into a complete battlefield picture, at the time of this writing,
the CMIC is the most promising system available. The approximate cost for the
CMIC system, without vehicles, is $1 million for the system and $1.1 million for the
LSTARS radar.*® Because of line-of-sight issues near an airfield caused by topography,
buildings, trees, and so forth, multiple radars or installing the sensors on a tall
tower may be required to have 360-degree visibility. CMIC’s advantages are its mul-
tiple sensor fusion combined with multiple engagement methods. As technology
improves, other systems are likely to overtake CMIC in capability, but our research
strongly suggests the optimum system in the future will involve fusing disparate
sensors to detect even the smallest of UASs and provide a variety of defense mecha-
nisms able to engage threats ranging from single UASs to UAS swarms.

As UAS technology continues to improve in the next five to 10 years, civilian
UASs will become more popular and useful to civilian industries, thereby increas-
ing the overall number of friendly UASs flying at higher altitudes in congested air-
space.” Because of this increased congestion, robust detection and flawless inflight
identification is necessary to quickly target hostile or suspicious UASs.

Because of airspace saturation with UASs, manned aircraft will soon need on-
board detection capabilities or be linked into the ground-based sense and avoid sys-
tems to evade single and swarmed UAS airborne threats.>” The addition of thousands
of UASs flying in the low-altitude structure, when combined with the usual bird
hazards, could make military low-altitude flying training more hazardous. This risk
could restrict low-level training to such confined areas that the training value will
be nil, thereby limiting military aircraft combat maneuvering options. The develop-
ment of onboard UAS avoidance equipment must start immediately.

Conclusion

The threats from hostile UASs will continue to get worse at an exponential rate
because of improving capabilities and the sheer quantity being sold in the civilian
marketplace. The risk of a major, catastrophic loss of life because of a collision be-
tween a hostile UAS and a manned aircraft continues to rise. The USAF must coor-
dinate and accelerate all efforts to acquire a counter-UAS system that will protect
aircrew and aircraft.

Although no single system will negate every conceivable UAS threat, the
AMRDEC CMIC system, or a more advanced system like it, appears to be the best
system today to solving the wicked problem of hostile UAS interference. The blend-
ing of multisensor fusion with multiple engagement options against hostile UASs is
a powerful combination. While such systems may seem expensive, being proactive
can save many lives and millions of dollars while also denying adversaries another
attack method to further their goals. One irreplaceable $143 million F-22 “Raptor” or
a $98 million F-35 “Lightning I1” Joint Strike Fighter lost to a $799 hostile UAS will
make a $2.1 million price tag for a C-UAS system, like the AMRDEC CMIC, look
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very affordable.>®* The AMRDEC system also provides an additional advantage of
detecting birds that pose a hazard to aviation operations while continuously stand-
ing guard to defeat a hostile UAS.

This article recommends purchasing the AMRDEC CMIC or similar system and
maintaining and operating it with a small crew of USAF personnel as the best tech-
nical solution to defend an airfield 24 hours a day. At the same time, the legal au-
thorities to employ all its capabilities must be obtained. The DOD, DHS, FAA, USAF,
Department of Transportation, and the Department of Commerce are some of the
key entities that must form an interdepartmental team. This team must collaborate
and recommend legal authority changes to Congress to solve the UAS problem.

Security personnel must have the legal authorities to declare any unauthorized
UAS flying in military airspace a hostile threat and take action whether the hostile
UAS is over civilian or military property. Security forces must be allowed to imme-
diately nonkinetically engage the threat within friendly territory, or kinetically en-
gage the system if in a combat zone. If the hostile UAS is neutralized off military
property, the USAF must have procedures for off-base civilian law enforcement as-
sets to secure the downed UAS and apprehend the offending pilot.

If the fictitious airfield described in the introduction were properly equipped
with C-UAS systems, the attack would have been an air superiority success story in-
stead of a nightmare scenario. It is only a matter of time before our nation’s adver-
saries will utilize these incredibly capable UAS threats to attempt to defeat the most
advanced air force in the world. &
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